
DATA	CENTER	



Customer	Preferences,	Rules,	Policies	&	Guidelines	
	
Security	
Safety	
Best	Prac/ces	
	
	

•  Government	
•  Medical	
•  Gaming	
•  Manufacturing	



Data	Center	Compliance	
	
HIPAA			
(Health	Insurance	Portability	and	Accountability	Act	of	1996)		
	

Laws	specifying	how	to	secure	protected	health		
informa/on	(PHI),	or	pa/ent	health	data		
(medical	records)	
	

Compliance	of	physical,	environmental,		
network	and	infrastructure	
	



Data	Center	Compliance	
	
PCI	DSS	
(Payment	Card	Industry	Data	Security	Standard)	
	
Security	firmware	updates	
Credit	Card	informa/on	
•  Access	to	systems	
•  Data	leaving	the	data	center	

	



Data	Center	Compliance	
	
Data	Removal	and	Destruc@on	
•  Chain	of	possession	
•  Data	Wipe	to	DOD	Standard	
•  Tape	Media	is	Degaussed		
•  OEM’s	charge	for	DMR	(Digital	Media	Reten/on)		
•  Physical	Destruc/on	
•  Recycle	
	



Data	Center	Compliance	
	
SoAware	&	Firmware	
•  Who	is	the	owner?	
•  LeRer	of	Agency	
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